European Parliament

Dear Executive Vice-President Virkkunen,
Dear Commissioner Jgrgensen,

We write to you with deep concern about the Commission’s approach to addressing risks stemming from
high-risk vendors, particularly in the field of solar (PV) inverters. We urge you to propose immediate and
binding measures to restrict high-risk vendors from our critical infrastructure.

Huawei, designated as a high-risk vendor by the Commission, accounted for over 115 GW of Europe’s
solar inverter market up to 2023. It is one of six Chinese vendors that collectively control more than two-
thirds of the market (219 GW) in Europe.! And our dependency is deepening: in 2024, 80% of all new PV
inverter capacity installed in Europe originated from China.?

Lithuania has already banned remote Chinese access to solar and wind devices.® More recently, the
Czech and German national cyber security agencies NUKIB and BSI have warned of the risks posed by
Chinese-linked technologies in critical sectors, highlighting Chinese PV inverters as a high-risk technology
for supply chain attacks on our grid, and urging the use of non-technical risk factors to address these
risks.* Chinese authorities recognise these risks, meaning that European inverters are de facto not
allowed into their grid, on the basis of cybersecurity grounds. Europe should adopt a similar approach.

The Commission has dedicated considerable effort to risk assessments, highlighting the risks posed by
high-risk vendors in our critical infrastructure. However, concrete proposals have yet to materialize.5 When
the ongoing studies are completed and potential legislation is tabled, as much as two years may have
passed. By that time, Europe risks having lost its remaining PV inverter manufacturers. Western
companies are drastically losing market share in Europe, though they currently still retain the capacity to
meet European demand. If one of them succumbs to unfair competition from China, the Union could soon
be left without any non-Chinese alternatives

Binding legislation to restrict risky vendors in our critical infrastructure is urgently required, either
through the revision of the CSA or elsewhere. Vice-President Virkkunen has already shared her
dissatisfaction with the lackluster implementation of the voluntary 5G toolbox, calling for stronger
measures, and considering binding legislation.® Compared to telecom, the secure management of
Europe’s power grid is inherently a Union-wide issue: the failure of a single link has the potential to trigger
cascading disruptions across the continent.

Until binding legislation is in place, a temporary framework should be established to restrict risky
vendors from our energy infrastructure. Many precedents already exist, such as the 5G Toolbox that
can include non-technical risk factors, such as the NZIA cybersecurity criteria.” The German energy
association BDEW has also proposed blacklisting or whitelisting of (un)trustworthy companies.®

Without immediate and binding EU action, Europe risks not only its energy security but also the viability of
all remaining European manufacturers in this sector. We look forward to your urgent response and a clear
timeline for legislative action.

Yours sincerely,

Bart Groothuis (Renew)
Miriam Lexmann (EPP)
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